criminal activities with little chance of apprehension. 8 Reacting to several attacks on eBAY, CNN and other web sites, 9 former President CLINTON underscored the opinion that the government needs to maintain a watchful eye on cyberspace. 10 On the other hand, anonymity in cyberspace allows whistle-blowers and political activists to express opinions critical of employers and the government enables entrepreneurs to acquire and share technical information without alerting their competitors, 11 and permits individuals to express their views online without fear of reprisals and public hostility. 12 It is clear that in various parts of the world people may have an interest in not being identified and thus connected to certain published views and opinions. 13 Due to the international character of the Internet, those reasons for anonymous communications which are related to the "freedom of expression" may gain new dimensions. 14 Before the information age, a person's identity, and information 15 relating to his or her identification seemed to be more precisely controlled. 16 But all that has changed. The advent of the information society has vastly increased the need for identifying mechanisms and thus public availability of the relevant technologies. 17 Names, addresses, e-mail addresses, photographs, social security numbers, etc., are freely available on the Internet and numerous identity related characteristics are for sale. 18 On the Internet, any one has the opportunity to gain knowledge about other people. The development of ICTs makes more and more people reluctant to reveal their true identity. 19 In combination with this, different services have recently been developed which make Internet activities, such as surfing anonymous. 20 Facilities are also anonymous. Facilities are also available to provide individuals with a pseudo identity. 21 Hence, anonymous communication is promoted as the solution to the 8 [2000] . 15 According to the American Heritage Dictionary of the English Language, information is "knowledge of specific events or situations that has been gathered or received by communication, intelligence, or news". 16 See C. NICOLI, op. cit. p. 3. 17 Ibid. 18 Ibid , C. VIER, L'Internet et le Droit (Paris, Victoires), [2001] . 19 See C. NICOLI, op. cit. p. 3. 20 See M. BARKARDJIEVA, Internet Society: The Internet in Everyday Life (Sage Publishers), [2005] . 21 Ibid.
problem. However, anonymous raises various legal questions: What exactly do we mean by anonymity? Why would people want to communicate and transact on an anonymous basis?
What are the practical and legal constraints upon anonymity when communicating and transacting with others? Finally, total anonymity may be possible through the use of privacyenhancing technologies. 22 
1-ANONYMITY IN CYBERSPACE
There are actually two types of anonymity: true and pseudo-anonymity. 23 However, many scholars fail to address the distinction between these types. In this article, we will distinguish between true and pseudo -anonymity, two completely different forms of expression, with differing degrees of political and social values. 
True Anonymity
This kind of anonymity is untraceable. Indeed, only coincidence or purposeful self-exposure will bring the identity of the mystery sender to others; the identity of a person acting in a truly anonymous manner can not be definitively discovered through any amount of diligence. 25 Some attempts can be made to discover the identity of the sender through inference, but any concrete trail of clues betraying the message sender has been erased by circumstance, the passage of time, or by the sender himself. Although some forms of truly anonymous communication, such as political speech, are considered valuable, this form of anonymity has exceptional potential for illegal acts because the message senders cannot be held accountable for their actions. 
Pseudo-Anonymity
In this kind of anonymity, communications are inherently traceable. 27 Though the identity of the message sender may seem truly anonymous because it is not easily uncovered or made readily available by definition, it is possible to discover the identity of the pseudo-anonymous message sender. This kind of anonymity has significant benefits; it enables citizens of a 22 A. BERTRAND : Droit à la Vie Privée et Droit à l'Image (Paris, Litec), [1999] . 23 See G. PONT, 24 Ibid. 25 Ibid. 26 Ibid. 27 See G. PONT, op. cit.
democracy to voice their opinions without fear of retaliation against their personal reputations, but it forces them to take ultimate responsibility for their actions should the need somehow arise. 28 Although governments could misuse their ability to uncover the identity of people acting pseudo -anonymously, it is not in the government's interest to break that trust;
by respecting pseudo-anonymous identities, governments can often avoid the far more dangerous abuses stemming from true anonymity. 29 
2-ANONYMITY, PRIVACY AND FREEDOM OF SPEECH
Anonymity is important for on line discussions involving sexual abuse, minority issues, harassment, sex lives, and many other things. 30 Anonymity is also useful for people who want to ask technical questions that they don't want to admit they don't know the answer to, report illegal activities without fear of retribution, and many other things. 31 Without anonymity, these actions can result in public ridicule or censure, physical injury, loss of employment or status, and in some cases, even legal action. Protection from harm 32 resulting from this type of social intolerance is a definite example of an important and legitimate use of anonymity on the internet. An example of how vital such anonymity can be is exemplified by the following excerpt from a newsgroup post during a temporary shutdown of penet.fi: 33 "I had been posting to a non-technical misc newsgroup about an intimate topic for which I felt I required privacy. I have received immeasurable help from the people in that news group...Please, folks, believe me, I *need* this service. Please consider my point of view and permit admin@penet.fi to turn the service back on."
On such a basis, it is important to express certain opinions without revealing our true identities. Anonymity allows an individual to seek online information, resources and support without jeopardizing their public reputation and relationships. Fear of discrimination might prevent an individual from seeking help. Anonymity allows information gathering about issues like addictions to alcohol, gambling, drugs or sex; sexual identity, where identifying as 28 Ibid. 29 Ibid. 30 anonymous services on the internet, it can be seen that these services are truly necessary and fill a specific need. The availability of the technology to set up such an anonymous server also makes the elimination of such servers virtually impossible; as soon as one is shut down, another one is created. The current availability of such services eliminates the need to forge an identity or use another person's identity to correspond anonymously. People on the net are anonymous to some degree anyway because of the inherent characteristics of the medium.
Services providing additional anonymity are only expanding on this feature of the net.
Pseudonymity comes in useful in that it allows users to send mail to pseudonymous users in response to their mail or post. People are able to respond to emails that they like or dislike or that they find offensive or disruptive. This makes the pseudonymous user more responsible for his or her actions than the completely anonymous user. They are still accountable for their actions on the net but are protected from "real world" damage.
Abolishing anonymity servers is not necessary since the technology exists to produce kill files which allow users to choose for themselves what they consider offensive. This allows individuals to filter out anonymous posts and emails which they dislike, while still reaping the benefits afforded by anonymous services. Although some people will automatically discount any anonymous postings, other people don't care who wrote it, as long as it is intelligent or funny. Still others use anonymity specifically to allow their opinions to be judged on their merit, rather than by the name attached to them.
3-IMPACT AND HARM GENERATED BY ANONYMITY
Although anonymity is extremely important for the protection of human rights, it is also tied with cybercrimes, or it is claimed that it would allow criminals to use the Internet without the 40 Ibid. . 42 The principle that the only justification for criminalizing conduct is to prevent harm is traceable in the writings of John Stuart Mill. In On Liberty, Mill declared that the sole end for which mankind are warranted, individually or collectively, in interfering with the liberty of action of any of their number is self-protection. That the only purpose for which power can be rightfully exercised over any member of a civilized community, against his will, is to prevent harm to others. J. MILL ON LIBERTY 9 (1859). The position Mill takes in this passage, of course, can only be used to justify the articulation of crimes against persons and crimes against property, for only these crimes directly inflict harm upon others. In the years after the appearance of On Liberty, Mills and later scholars expanded the principle so it now reaches a wide variety of harms. 47 Ibid. 48 Ibid. 49 The word phishing comes from the analogy that Internet scammers are using e-mail lures to fish for passwords and financial data from the sea of Internet users. The term was coined in 1996 by hackers who were stealing AOL Internet accounts by scamming passwords from unsuspecting AOL users. Since hackers have a tendency to replacing "f" with "ph" the term phishing was derived. The most analogous involves high-seas piracy and intellectual piracy. Both involved instances in which societies were willing to allow (or even encourage) their citizens to steal from citizens of other societies. In both, the focus was on crimes against property the motivation was purely economic.
[T]he conduct took place at the 'margins' of the law: high-seas piracy occurred outside the territorial boundaries of any nation and therefore outside the scope of any laws; eighteenth-century American intellectual property piracy 53 occurred when the legal status of intellectual property as 'property' was still evolving. Both were outlawed when they became economically disadvantageous for the host countries. One can, therefore, hypothesize that countries may be inclined to tolerate their citizens' victimizing citizens of other nations if (a) the conduct takes place at the margins of the law and (b) results in a benefit to the victimizing nation. The former gives the victimizing nation plausible deniability when confronted with its tolerance of illegal activity; the latter is an obvious motive for tolerating the activity.
Accordingly, law enforcement agencies are faced with the need to evaluate and to determine the source, typically on very short notice, of anonymous e-mails that contain bomb threats against a given building or threats to cause serious bodily injury.
54 Thus Internet based activities should consistently with physical world activities and in a technology-neutral way to further important societal goals (such as the deterrence and punishment of those who commit money laundering). National policies concerning anonymity and accountability on the Internet thus need to be developed in a way that takes account of privacy, authentication, and public safety concerns. 55 In one recent case, Judy McDonough, a 56-year-old occupational psychologist from Shaw, England, suffered a disturbing blow: she realized someone had stolen her identity from Internet. 56 But by that time, the thief had already opened two credit cards in her name, taken out three bank loans and ordered £ 2, 3000 in debt in three years. 57 McDonough tried six times to report the crime to the local authorities, and bank officers made lacklustre efforts to help. Finally, McDonough turned to her Member of Parliament for assistance. Hitherto the thief -who McDonough suspects is a relative-, has not been caught. 58 In another very recent case, 59 an American citizen tried to sell his house in California. He contacted several real estate agents to discuss with them a listing for the house. He was then informed by these agents that his house has been rented to individuals that he was not aware of or have even agreed to rent his house to. Someone was collecting the rent on his house, and upon checking with the USA county records he found out that someone has used his name and arranged to fake his signature, made a power of attorney in his name and received loans on his property, bought a business in his name and has accumulated a huge amount of financial burden in his name as well. The personal information of this victim was found and downloaded from
Internet.
4-REGULATING ANONYMITY IN CYBERSPACE
From logical, theoretical, and pragmatic perspectives, knowing the problem, risks associated therewith, and the ills resulting there from is an indispensable step towards a possible regulation. Since these issues are difficult and sensitive, it is not easy to decide how to legally regulate anonymity in cyberspace. On the other hand, the obvious risk of misuse of anonymity has caused some countries to try special legislations concerning its regulation. 62 Cases of defamation often result in corporations seeking motions to uncover the identities of individuals who have made negative comments on bulletin boards or websites. 63 Although hurtful, these comments are often opinions, not facts and therefore not punishable crimes. 64 In the case of cyber-trespass, it is first required that plaintiffs show damages caused by defendants. Safeguards ensure that anonymity is protected until proof of a crime exists. These safeguards prevent an ISP from providing a "subscriber's personal information without the subscriber's knowledge and consent, except in certain specified circumstances. 65 The Directive is applied to traffic and location data on both legal entities and natural persons and to the related data necessary to identify the subscriber or registered user. It shall not be applied to the content of electronic communications; including information consulted using an electronic communications network. The data retained are provided only to the competent national authorities in specific cases and in accordance with national law. Member State will designate a public authority to be responsible for monitoring the application within its territory of the provisions adopted regarding the security of sorted data. arrested and extradited to serve a prison sentence abroad. 72 It aims principally at (1) harmonising the domestic criminal substantive law elements of offences and connected provisions in the area of cyber-crime; (2) providing for domestic criminal procedural law powers necessary for the investigation and prosecution of such offences as well as other offences committed by means of a computer system or evidence in relation to which is in electronic form; (3) setting up a fast and effective regime of international co-operation. 73 The
Convention defines substantive criminal laws to be legislatively adopted by all signatory states.
It covers crimes in four main categories: (1) "offences against the confidentiality, integrity and availability of computer data and systems;" 74 (2) computer-related offences; 75 (3) content-related offences (for example, child pornography); 76 and (4) "offences related to infringements of copyright and related rights." includes powers for search and seizure of tangible objects. However, in a number of jurisdictions stored computer data per se will not be considered as a tangible object and therefore cannot be secured on behalf of criminal investigations and proceedings in a parallel manner as tangible objects, other than by securing the data medium upon which it is stored.
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The aim of this article is to establish an equivalent power relating to stored data which is contained either within a computer system or part of it (such as a connected data storage device), or on an independent data storage medium (such as a CD-ROM or diskette).
To strike a balance between privacy and security in cyberspace, 89 It may be that the market will regulate itself. That may be trough compromising or the "spending" of privacy which becomes tantamount to an asset. The countervailing benefit is some form of financial gain. The market may also regulate itself through a professional body or association. For example, Yahoo! has policies that allow it to reveal the identities of its users when the service provider is subpoenaed, subjected to court orders or involved in a legal process. 90 The fact that these companies can and will identify Internet users when asked by a court to do so forces courts to decide whether to protect the anonymity of Internet users sued for crimes or require their identity to be revealed in order to have a more easily administered crime lawsuit. But here, as illustrated by Carr, 91 in connection with the Internet Watch Foundation, a private association may effectively block the door to the Internet or restrict permissible activities in the absence of any public debate or even in direct opposition to public demand. The danger of this sort of private intervention is that it may often occur because the trade body concerned fears government regulation. The government is able to abdicate its responsibilities in a politically unproductive or dangerous area by permitting a form of delegated legislation while avoiding any accountability.
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Yet fundamental to the regulation of anonymous Internet activity is the recognition that communication is not "geographically contained". The nature of the medium dictates that the prevention of cybercrime for example, must be accompanied by a degree of international cooperation that has not so far been possible to attain in other contexts. Not only is it difficult, 87 owing to political, cultural differences, to reach an international consensus on a list of alleged crimes that would justify a co-ordinated approach in their detection, but the process is further exacerbated by wide dissemination of evidence, the transient nature of much of the evidence and a trail that quickly turns cold. According to Sims, 93 various procedural means are available in common law countries to gain the courts' assistance in breaking through identity
barriers. Yet these methods can be hampered by a lack of formalized transitional co-operation.
The nature of cyberspace is not only a problem in securing a uniform approach to onlineanonymity. Howells and Edwards argue that anonymity give an unfair advantage to lobby or interest groups who are able to band together and thereby to focus attention on influencing legal developments to their advantage at the expense of less cohesive or numerically manageable interests such as consumers. Ironically, it is consumers who are the major driving forces in the growth of e-commerce. Yet surveys have shown that they have little confidence in the medium, an attitude that is, perhaps, disproportionately affected by invasions of privacy such a spam and junk mail which, whilst they do little economic harm, can cause huge annoyance.
-THE CASE LAW
In the last few years, Internet libel suits involving anonymous statements have begun cropping up in courtrooms across the USA. 94 The two notable cases discussed below exhibit different approaches to solving the problems presented by anonymous libel on the Internet.
One seems to provide a satisfying solution while the other creates practical problems that undermine the tort of defamation all together. activity that was inappropriate for a judge in her position. 97 The plaintiff sued the unknown speaker for defamation and tried to obtain his identity during discovery. 98 The defendant petitioned the court for a protective order that would prevent this discovery. However, the order was denied. 99 The court reasoned that a state's interest in discouraging defamatory statements about public officials by traditional media extended to statements made on the Internet. It held that because of this interest, there was no absolute immunity for Internet speakers with regard to the defamation tort. 100 The court then applied the three-part test discussed above to the request for the speaker's identity. 101 Without much discussion about the test's application to the specific facts of the case, the court held that the plaintiff's interest outweighed the defendant's, and the protective order should be denied.
The Ampex case
While the Melvin case was decided in 2000, more recently, a judge in California took a different approach to the Internet anonymity question. 102 The Contra Costa County Superior
Court ruled that plaintiffs in libel actions must prove that the allegedly libellous statement is in fact libellous before the identity of the speaker will be revealed. 103 In this case, the plaintiff, Ampex, asked the judge to reveal the identity of an Internet speaker who posted anonymous messages about the company and its executives. Ampex claimed the messages were defamatory and said it needed the identity of the speaker so the lawsuit could proceed. 104 The judge rejected this request and gave Ampex a week to prove the statements were libellous before the plaintiff could obtain the speaker's identity. 
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